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Creating RADIUS Groups with SAM for your Shiva VPN Gateway

This document was written to med the demand from users. It is meant only as a guide yet, shoud
help you achieve the goal of authenticaing remote users using Radius— NT — SAM.

In order to creae aRadius Groupwithin Shiva Access Manager to authenticate users, perform the
foll owing steps.

Under the ‘OPTIONS' tab seled ‘VPN GROUP MANAGEMENT’. Typein the name of the
groupyou wish to crede.

EJ-‘._‘-, Shiva Access Manager Console !EE I
File Manager ¥iew User Options Help J

o2 51 4 BIEIEE F 2@ clele Sl sle®aelal 2

M ayp-27-1998 13:47:53 [local] M anager supermanager from lozal host login permitted
bd ayp-27-1998 13:47:53 Remate logger zet to debug mode logging

M ayp-27-1998 13:47:22 Log file 13380501 log opened for logging I
b ay-27-1998 13:47:28 Debug : ODBC database opened

b ay-27-1998 13:47:28 Shiva Access Manager Beta Wer 3.5 Beta 1 [RADIUS and TACACS+)

bl ay-27-1998 13:47:28 15 uzer records loaded

b ay-27-1998 13:47:32 Debug : Time Zone gt to TZ=LOC+5

M ay-27-1998 13:47:45 Debug : authenticating user supermanager. authen type=0, priv level = -1, NAS = Part = _ CallerlD =, CallediD =
Mo 571958 134745 Mo oo

tay-27-1993 13:47:45 Manager supermanage: B VPN Group Management

M ayp-27-1998 13:47:46 Debug : proxy nt initializ
b ay-27-1998 13:47:46 Shiva Access Manager
b ayp-27-1998 13:47:48 Debug : Purging Tempc
bl ayp-27-1998 13:47:52 Debug : remote manage

Group Lizt

— Selected Group

May-27-1998 13:47:52 Debug : authenticating Group Name - 1, CallerlD =, CallediD =
M ay-27-19938 13:47:52 Debug : authentication I"“'S
M ayp-27-1998 13:47:52 Manager supermanage!

Description

Ius

Mody | Delete

E =it |

[local host | supermanager | Capture OFf 7
g stan| HECWINNT'Sy. | HECAWINNTASy.. | Z9Shivadecess...| & ShivaAccess .| B Micrasaft wor... J® 152PM
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Crede anew User Template by performing the following. Under ‘USERS' click on* MANAGE
USERS'.

1 In the ‘'USERNAME' field typein the name of your new template.
2 Inthe  TEMPLATE' field seled the ‘ Default’
= Shiva Access Manager Console Ol x]

File Manager “iew User Options Help

A EEKINENEE ENEE Clelel &laa ol #alslal 2]
M 1908 13470
M ag-27-1995 13-47-53 Remote I E3
b ay-27-1998 13:47:28 Log file 1 _
May-27-1938 13:47:28 Debun - | Usemame  [NT_VPN_TEMP
b ay-27-1998 13:47:28 Shiva Ac
May-27-1998 13:47:28 15 user 1| Radius Dptions | TACACS+ Options || XTACACS Options || %FN Optians |
m:ﬁ%;} ggg j]%i;ig ngﬂg General Attributes | Password Caontral I Tokens | AGOESS Controll Time Eontroll me
Map-27-1995 13:47:45 Debug ; P d T Jat
b ay-27-1993 13:47:45 Manage| SESHOT S LS
M ay-27-1998 13:47-45 Debug [ [Detaut |
b ap-27-1998 13:47:46 Shiva Ac : . .
May-27-19353 13:47:48 Debug : Werify Password [Optional) Privilege
M ay-27-1998 13:47:52 Debug : | |<use template: ;I
b ayp-27-1998 13:47:52 Debug : ID =, CalledID =
tap-27-1338 1354?552 Debug: Allow User to Change Password Murnber Of Concurent Loging
b ay-27-1938 13:47:52 Manage |<use template> j |<use ternplate: j
Account Expiration Date
v Dizable Account |<use template> ;I
Deszcription
=
Commit Change Delete zer | Cancel |
[ local host | supermanager | Capture Off 4

=

listant | BB CAwWINNT S| HBCAWINNTASy..| £ Shivadccess .| B ShivaAccess ...| B Microsoftwor...|[ 3 Manage Us_ |/ 1:51PM
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Under the ‘VPN OPTIONS' tab seled ‘PERMIT’ for VPN PERMISSON and unax ‘VPN
GROUP NAME' sdled the name of the groupyou creded.

Ei_;, Shiva Access Manager Console =] I
File Manager ¥iew User Options Help
- F—
2l ¢l ®EEE FElel clels & leE clEelalelal 2
Me3r 1958 134729 hoseetts
Mayp-27-1998 13:47-53 Remote | ISk Akl [ ]
b ay-27-1998 13:47:28 Log file 1 _ I
May-27-1938 1347:28 Debug | Usemame [NT_VPN_TEMP [
b ay-27-1998 13:47:28 Shiva bc
bl ap-27-1938 13:47:28 15 user 1 General Attributes | Pazsword Cortrol | Tokens I Access Controll Time: Contloll
M ayp-27-1998 13:47:32 Debug : - - . .
May-27-15935 13-47-45 Debug - Fadius Options I TACACS+ Dpllonsl KTACACS Opliong HID =
M ay-27-1998 13:47:45 Debug :
bd ay-27-1998 13:47:45 Manage _ i
May-27-1333 13-47-46 Debug VPN fecess Cantrol
b ay-27-1998 13:47:46 Shiva Ac o =
May-27-1998 13:47-48 Debug - YL (FSmibeler
bl ayp-27-1998 13:47:52 Debug : Permit j
M ay-27-1938 13:47.52 Debug : ID =, CalledD =
b ay-27-1998 13:47:52 Debug
b ay-27-1998 13:47:52 Manage
WP Attribute
YPM Group Mame
mis j
Carnmit Change Delete User | Cancel |
[local host | supermanager | Capture OFf 1

g stant | BB COWINNT S| BBCAWINNTASy.| 29 Shivabccess .| 5. Shivadocess .| B Micosoitwor.. |[ 3 Manage Us | @ 151 Pu
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Next under ‘OPTIONS click on‘PROXY MANAGER'. Next click on*PROXY’ andthe‘ADD
NEW PROXY’.

Type the name of proxy in the *PROXY ID’ dialog box. This name can be anything you chose.

EJ-‘._‘-, Shiva Access Manager Console !EE

File Manager ¥iew User Options Help
Rz M HEEE FEE 2oe &aE sleeaea 2

M ayp-27-1998 13:47:53 [local] M anager supermanager from lozal host login permitted

b ayp-27-1998 13:47:53 Remate logger zet to debug mode Iogglng
Ma}' AT ADG0 12 AT 0 | mq Fils A QQ0OFENT Lmm mmmaned Fer lemmie s

b ay ,0 Proxy Manager
ma-"' File Prowy  Wiew

Ma? D [2]x] %] =

Ma_|,| Prosy 1d | T_l,lpe | Realm | Pricrity | Session Quata | Sessinna |lzed |
ma}' a nt MT Proxy default 1 93953399 a

a
b ay — Prasy | dentification
]
¥ :ﬁ Pro=y Id
b ay |nt
b ay
[SEN Proxy Type

r'-lT Frosy 'I Configure |

— Proxy Fonwarding

allerlD =, CallediD =

Realm
default

Priarity
I |
Seszian Quota

| EEEEREEE

0K | Exit |

[local host | supermanager | Capture OFf “

EQSIaltl EC:'\WINNT\SH..I EE:\WINNT\S}I... fShivaAccess...I E\,‘ShivaAccess...llg}?‘Prow Mana... EYMicmsoftWor...l |<EIE. 1:43 PM
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Click onthe ‘ CONFIGURE' radio buton and enter the name of the NT Domain o NT
workstation from which you want to have you users authenticate.

Also, enter the name of the Template you creaed ealier.

Rev 1.0 Page 6 of 7



Creating RADIUS Groups with SAM for your Shiva VPN Gateway

Finaly, it is esentia that you gve the SAM appli caion proper user rights to interad with the NT
operating system.

To dothisclick on the ‘START’ * PROGRAMS * ADMINISTRATIVE TOOLS ‘ USER MANAGER'.

From the ‘POLICIES menu seled the ‘USER RIGHTS POLICY"’. After you open this dialog box make
sure you click the ' SHOW ADVANCED USER RIGHTS' box. Then add the group ADMINISTRATORS
tothe‘ACT ASPART OF THE OPERATING SYSTEM.
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